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3ACUI0H HA NYTW TEPPOPI3MA

B.b. KAPABAEB*, x.6.1.
(I'YII MocHIIO «Padow»)

E B nouiegHue roabl MUpPoOBOe COO6LLECTBO
BIJIOTHYIO CTOJIKHYNOCh C CUTyaLueit, KoTopas Ao
CUX nop paccmaTpuBanach JIMb Kak abCTpakT-
Had — HEKOHTPONIMPYEMbIM pacnpoCcTpaHeHnem
AAepHbIX U painoaKTUBHbIX MaTepuanos. Mep-
BbIM BaXKHeLMUM 6apbepom Ha NyTU HeCaHKLM-
OHMPOBAHHOIO NepemeLLeHNA AeNALLUXCA U PpaAN0aKTUB-
HbIX MaTepUanoB MOXKeT U 1O/KEH CTaTb paAnaLUOHHbIN
KOHTPONb.

[Iportecc HEKOHTPOJIUPYEMOTO PACIIPOCTPAHEHUS SITIEP-
HBIX ¥ PAJIMOAKTUBHBIX MATEPUAJIOB YCUJIUJICS C PACTIAZIOM
CCCP, BO3HUKHOBEHUEM Ha €T0 TEPPUTOPUU HE3ABUCUMBIX
TOCYZIapPCTB, B PACTIOPSKEHITH KOTOPBIX OKA3a/INCh siZIePHBIE
1 pa3HOOOpa3HbIE PAUOAKTUBHBIE MATEPUAIIBI, & TAKIKE UC-
TOYHWKY MOHU3NpYIollero n3nydenns. Kak cieznctsue, B
ciydae TIOTAJAHUSA B PYKU 3JIOYMBINIJIEHHUKOB S/I€PHBIX
MaTepHasoB, OTXOJOB S/IEPHOTO MPOU3BOJICTBA W W30TOTI-
HOHM TIPOAYKIINH, BeChbMa BEPOSITHON CTAHOBUTCS yTPO3a
paguaIioHHOTO TEPPOPU3MA.

TPEBOXKHAAl CTATUCTUKA

C 1993 roga 3apeructpuponano 300 ciyyaeB He3aKOH-
HOH TOPTOBJIN PaZIMOAKTUBHBIMHU MaTepruasamu. MATATO
MPEIYIPEKAAET, UTO PEATHHBIN YPOBEHb KOHTpaGaHIBI MO-
KeT GBITh 3HAYMTENHHO BBIIIE.

ITo maHHBIM areHTCTBA, MeeTcst Gosiee 10 ThIC. HCTOYHU-
KOB, IPeIHA3HAYEHHBIX /1T PAUOTEPATIIH, KaKIBIH 13 KO-
TOPBIX coziep:kuT Thicsty Kpytuil Co. OpHa Kpynuia usJy-
YaeT paualuy J0CTATOUYHO ISl TOTO, YTOObI 32 JIBE MUHYThI
YeJI0BEK T10JIy YKl TOLOBYIO AOIYCTUMYIO 1103y O0JIYYeHUS.

JlecaTKM THICSIY KPYHHBIX MCTOYHWKOB pajyalliy Hc-
MOJIb3YIOTCSI B IIPOMBINIJIEHHOCTH KaK H3MEPHUTEJbHbIE
npu6Gopkl, cTepuM3aTophl 1 uaiaydarenan. MATATI Bbipa-
JxKaeT 0coOyr0 03a00UEHHOCTD 0 TIOBOY COTEH Paionu30-
TOTTHBIX TepMO3dJieKTpuueckux renepatopoB (PUTIToB),
npousBeneHHbIX B Poccuu u CIITA.

B gannbie MATATD o xonrtpabaHge He BKIIOYEHBI
6ecx03HbIe UCTOUYHUKHN paguaiuu. I1o olleHke aMepuKaH-
ckoii Komucenn sg1epHOTO peryIipoBanys, eKeTHEBHO B
CpelHEM OJINH MCTOYHUK OBIBAET TOTEPSH, YKPAIEH WJIN
BoiOporien. MATATS yrBep:kmaet, uto B Vpake 10 cux
IIOp OCTAETCs ThICSYA He YYTEHHBIX MCTOYHUKOB pajua-
1uu. M3 25 NCTOYHNKOB, YKPa/IEHHBIX B CTATBHOIN KOMIIA-
nuu Krakatau 8 Magonesun B oktsiope 2000 roza, Haiige-
HO TOJIBKO TPH.

*B 2001-2004 rogax — 3aMecTUTE b HayaJIbHUKa CJIysKObI TIaBHO-
ro yrpasaenus 1o 6opnde ¢ KouTpoGannoit; B 2004—2006 rogax — Ha-
YaTbHUK (haKkyJIbTeTa MOBBINIeHUsT KBasmdukarmy Poccuiickoii Tamo-
SKEHHOIT CITyKOBI.
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SHIELD AGAINST TERRORISM

V.B. KARAVAEV*, Candidate of Military Science
(SUE SIA Radon Moscow)

® /n the recent years, the international commu-
nity faces a situation that had previously only been
considered as abstract — uncontrollable prolifera-
tion of nuclear and radioactive materials. Radia-
tion monitoring and radiation detection now can
and must assume the role of the most important
primary barrier in the way of unauthorised movement of
fissionable and radioactive materials.

The process of uncontrolled proliferation of nuclear and
radioactive materials intensified with the break-up of the
Soviet Union and formation on its former territory of newly
independent states, which came to dispose of nuclear and
various radioactive materials, as well as sources of ionising
radiation. As a consequence, should viciously-minded indi-
viduals get hold of nuclear materials, nuclear waste or iso-
topic products, the threat of nuclear terrorism would become
very real indeed.

ALARMING STATISTICS

Since 1993, 300 cases of unlawful trade in radioactive
materials have been registered. The IAEA warns that the ac-
tual scale of nuclear smuggling may be much higher.

According to the Agency, there are over 10 thousand med-
ical sources intended for radiation therapy, each containing a
thousand particles of ®Co. A single particle produces enough
radiation for one person to receive an annual permissible ex-
posure dose in just two minutes.

Tens of thousands of larger radiation sources are used
in industries as measuring instruments, sterilises and emit-
ters. The IAEA has raised particular concern with regard to
hundreds of radioisotopic thermoelectric generators manu-
Jactured in Russia and the United States.

The TAEA data on nuclear smuggling does not include in-
Jformation regarding ownerless radiation sources. According
to the US NRC assessments, on average, every day a source
of radiation is lost, stolen or abandoned. The IAEA claims
that in Iraq there still remain one thousand unaccounted
sources of radiation. Out of the 25 sources stolen from the
Indonesian steel-maker Krakatau in October 2000, only
three have been found.

In Udmurtia in 1992, a group of 13 people were arrested
(five were Byelorussian and Lithuanian nationals) had had
been engaged in uranium theft. The criminals were detained
while trying to smuggle 80 kg of uranium through the border
with Poland.

* 2001-2004 — deputy head of Main Committee for prevention of
illegal trafficking; 2004—2006 — head of Advanced Training Department
at the Russian Customs Academy.
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HEPACITPOCTPAHEHUE

B 1992 rogxy B YaMypTum apectoBaHa IpyNIMUpPOBKa U3
13 venoBek (TsATEPO — TpakaaHe bBesapycu u JIuTBbI), 3a-
HUMABIIASICS XUIleHneM ypana. [IpecTylHuKkoB 3ajiepskanu
IIPY MOMBITKE 1epernpaBuTh Yepes rpanuily ¢ [losbireit 80 kr
ypaHa.

B 1995 roxy ueuenckue GoeBuku 3akomanu “'Cs B
Wamaitnosckom mapke B Mockse. B 1998 roxy xonreiinep ¢
PaIMOAKTUBHBIMU MaTepUaaMy, TIPUKPEILICHHBIN K MUHE,
OBGHAPYKIIN Y JKEJE3HOIOPOKHBIX MyTel HENmoganeKy oT
YeYeHCKOTO TOpojia APryH. DTU MHITUAEHTHI MOKHO KBaJIH-
(bunmpoBaTh Kak pajMoJOTHIECKUN TEPPOPUSM.

B T6usmicu B 2003 rozy y TakcucTa 66111 0GHAPYKEHBI
ocBuHIIOBaHHbBIE AmmKU co *Sr u ¥’Cs. Besopycckue Ta-
MoskeHHIKN B 1998—-2005 rogax nmepexsaTiim 26 pagnoak-
TUBHBIX IPY30B, U3 HUX IecTh — u3 Poccun.

Yuyaraercs mosiBlIeHNeE IEHEKHBIX GAHKHOT C TOBBITIEH-
HBIM YPOBHEM Pa/[MOAKTUBHOTO 3arpsisnenus. Harnpumep, B
1997 roxy na Bpectckoii tamozkHe Obliia 3a1epsKaHa mapTust
nosnapos CIITA, cpeau KOTOpBIX ObLIa KYIIOPa, YPOBEHb
U3JIy4eHUs KOTOPOoIl coctaBui moutu 4 P /4.

BoJibliyio TPEBOTY BBI3BIBAIOT CIyY4au HEKOHTPOJHPY-
€MOTO TePEMEIEHHST CIeIUANbHBIX SITIEPHBIX MATEPUAJIOB,
0COGEHHO Ty TOHUSL.

COBPEMEHHDBIE NOAXO0AbI K PALVALUOHHOMY KOHTPONIO

CiloXUBIIAsICSl CUTyaldsl 3acTaBuja IIPaBUTEIHCTBA
psAla TOCyAapCTB UBMEHUTD B3TJISABI HA BUABI I (DOPMBI pa-
JIMATIFIOHHOTO KOHTPOJIA. B TiepByTo ouepesb CyIecTBEHHO
pacimmpuiach chepa KOHTPOJIA.

Kax mokaspiBaeT MUPOBOIA OTIBIT, B TOM uncie Poccun,
OJTHOI U3 OCHOBHBIX 3a/1a4 TAaKOTO KOHTPOJIS SIBJISIETCS CO-
3/IaHUE MHOTOOApPbhEePHON PajivalliOHHON 3allUThI CTPAHBI,
HAuMHasi OT TOCY/IaPCTBEHHOW TPAHUIIBI U 3aKaHYMBasi OT-
JeJbHBIME OOBEKTaMU U MTOMeleHusIMU. [T puHIuIb, 3a-
KJIaJIbIBAeMble B OCHOBY MOJOOHOM 3aIUTBI, JOJIKHBI OBITH
YHHMBEPCAJIbHBIMU, TIPUMEHUMBIMU [IJISI TIPE/IOTBPAIleHUs
HEKOHTPOJIUPYEMOTO TI€PEMENIEHNST JTIOOBIX HMCTOYHHKOB
MNOHU3UPYIONIETO M3JIyYeHUs] KaK MCKYCCTBEHHOTO, TaK U
€CTeCTBEHHOTO TpoucxoxaeHus. OHM JOKHBI yCTaHaB-
JIUBAaTh TPEOOBAHUS K XapPAKTEPUCTUKAM TEXHHUYECKUX

In 1995, Chechen terrovists buried *’Cs in Izmaylovsky
Park in Moscow. In 1998, a container with radioactive ma-
terials, attached to a mine, was discovered next to a railroad
track near the Chechen town of Argun. These incidents could
be qualified as radiological terrorism.

In Tbhilisi in 2003, a taxi cab driver was found to pos-
sess lead-clad boxes with *°Sr and P”Cs. During 1998—-2005,
Byelorussian customs officers intercepted 26 radioactive car-
goes, six of which had come from Russia.

Banknotes having increased levels of radiation are found
more and more often. For instance, in 1997, the Brest customs
detained a pack of US dollar banknotes, one of which was
detected to have a radiation level of almost 4 R/hour.

Of particular concern are cases of uncontrolled movement
of special nuclear materials, especially plutonium.

CURRENTAPPROACHES TO RADIATION MONITORING

AND DETECTION

The present-day situation forced governments of a num-
ber of nations to change their views on types and forms of
radiation monitoring. First of all, the area of monitoring was
extended considerably

As international — and Russian — experience shows, one of
the primary tasks is the creation of a multi-barrier radiation pro-
tection system of the country, which would start from the national
borders and end with individual installations and rooms. The prin-
ciples that such a protection system should be based on have to be
universal and able to stop uncontrolled movement of any sources
of ionising radiation, both man-made and natural. They have
to determine the requirements to the technical characteristics of
radiation monitoring/detection equipment. The principles should
be based on the national regulatory requirements, taking into ac-
count the recommendations of international organisations.

Currently, such principles have in general been formu-
lated during the development of EGASKRO, the Unified
Automated State System for Control of the Radiation Levels
on the Territory of the Russian Federation, which established,
in particular, the key requirements to radiation monitoring
equipment. To a significant extent, these same principles are
reflected in the “Manual on Customs Control of Fissionable

B B mae 1995 roga Bo BC€X POCCUINCKMX TaMOXXEHHbIX OpraHax 6b1u co3gaHbl Cy»K6bl TAMOXE€HHOI0 KOHTPONA

AenAwnxca U pagnoaKkTMBHbIX MaTepuasoB.

CeropgHa NpakTUYeCcKn BCe MYHKTbI MPOMNyCcKa TaMOXKEHHbIX OPraHOB OCHAaLLEHbl CTaLMOHaPHbIMK CMCTeMamMmn O6Ha-
py»<eHusa [PM, paboTatowyMu B aBTOMAT/31POBaHHOM PEXIME, YTO UCKITIOYAET CyObeKTUBHDIN GpakTop npu nposeae-
HUW pagraLMOHHOIO KOHTPOA TOBapOB 1 TPAHCMOPTHbIX CPEACTB, NepeMeLLaloLnXca yepes rpaHmuy Poccun.

HomeHKnaTypa 3agep»KaHHbIX TOBAPOB C MOBbILIEHHbIM YPOBHEM NOHM3UPYIOLLEro N3yYeHUsA, NOBEPXHOCTHbIM
PaAMOaKTUBHbBIM 3arpA3HEHMEM PasfiyHa: OT CTPOUTENIbHbIX MaTepuanoB 1 MeTaIMYeckoro IomMma A0 PagnoaKTyB-
HbIX M30TOMOB U AAEPHbIX MaTepuranos. Bo MHorux cinyyasax Habnofanocb NpeBbileHNe ectecTBEHHOrO ¢poHa B 1000

1 6onee pas.

B |n May 1995, departments of fissionable and radioactive materials monitoring were created in all Russian cus-

toms authorities.

Today, practically all customs crossing points are equipped with stationary systems for detection of fissionable and radio-
active materials, which operate automatically, thus preventing subjectivity of radiation monitoring of cargoes and vehicles

crossing the Russian border.

The nomenclature of detained goods with increased levels of ionising radiation, radioactive surface contamination, is
vast: from construction materials and scrap metal to radioactive isotopes and nuclear materials. In many case, the detected
radiation levels were a thousand times the natural background level.

BE30MACHOCTb OKPYXXAIOUIEN CPEADI
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CPEZICTB PAUAIIIIOHHOTO KOHTPOJIS. DTHU MPUHITHIIBI [OJIK-
HBI OCHOBBIBATHCSI Ha TPEOOBAHUAX HAI[MOHATIBHBIX PErJia-
MEHTHUPYIOMINX TOKYMEHTOB, B HUX JIOJKHBI OBITH YITEHDI
7 PeKOMEHIAIINY MEKIYHAPOIHDBIX OPTaHNU3aIIIH.

Ilo cux nmop nopo6Hble NPUHIUIILL ObLIK B 11eJI0M chOp-
MyJIUPOBaHbl pu pazpaborke EauHOil rocynapcTBeHHOM
ABTOMATU3MPOBAHHON CHCTEMBI KOHTPOJSA pafUaIl[MOHHOM
o6cranosku B PO (ETACKPO), onpesenuBiiei, B yacr-
HOCTH, OCHOBHbIE TPebOBaHMs K almaparype paaualiioH-
HOTO KOHTPOJIsI. B 3HAUMTENbHON Mepe OHU OTPAKEHBI B
«PyKoBO/ICTBE IO TAMOKEHHOMY KOHTPOJIIO JICJISIIUXCS U
paanoakTuBHbIX Matepuanos (IPM)s> T'ocynapcTBeHHOTO
tTamokeHHOTO Komutera PM (0CHOBHbBIE MMOJIOKEHUSI, Me-
TOJMKA, 3TAITBI, HOPMATUBHO-TIPABOBbIC ACTIEKTHI I OPTaHU-
3aIT¥s1 KOHTPOJIS).

ITU IPUHITUTIHI TaK’Ke MOYYNIIN Pa3BUTHE B MEXKIyHa-
poanoii mporpamme ITRAP.

<UHAUKATOPbI» HECAHKLLWOHWPOBAHHOIO NPOBO3A AAIPM

ITorpannvHblii 1 TAMOKEHHBIN KOHTPOJIb AEJSIINXCS U
PaZIMOAKTUBHBIX MAaTEePUAJIOB HAIIPABJIEH HA HEJOIYIeHne
UX HE3aKOHHOTO IlepeMellleHrs] Yepe3 TroCyJapCTBEeHHYIO
rpanuitly. Takoe nepemelenuie J0/5KHO paccMaTpUBAThCS
Kak uypesBblYaiiHasi cutyanusi, nockosbky JPM onacubl
IS 3/IOPOBBSI JIIOJIEl M OKpYsKaloleil cpefibl, KpoMe TOro,
UMEIOT 3HAUMTEJTbHYIO I[€HHOCTh, M WX BBIBO3 M3 CTpa-
HBI MOYKET HaHeCTH SKOHOMUYECKHH yiiepb TocymaapCTBy.
Ilorpanuynsrii koutposb JAPM gBisercda monmosHUTENDb-
HBIM 6aphepOM Ha IyTH PACIIPOCTPAHEHHS OPYKHUS MACCO-
BOTO MMOPAKEHNS.

[ls1d MHCTPYMEHTAJIBHOTO OTPEeIeHUs] TTPUCYTCTBUS
JIPM MoskHO hrKCHpOBaTh HEUTPOHHOE, O-, B- 1 Y-U3iyde-
HUE PaJIMOaKTUBHBIX MATEPHUAJIOB.

HeiiTponHoe 1 y-usmyuenue, BCaeICTBUE BBICOKOH 1IPO-
HUKAOIIEH CIOCOOHOCTH, MOTYT CJIYKUTh WHAUKATOPOM
Hasmuust /IPM B ToBapax v TpaHCIIOPTHBIX CPE/ICTBAX.

CaMbIM IIPOCTBIM CIOCOOOM OOHAPYKEHMS pagualiu-
OHHBIX T'PY30B SIBJISIETCSI PETUCTPAIMSl BHEIIHETO Y-U3Jy-
YeHUsT. JHEPreTHUeCKWi CIeKTP Y-U3JIYIeHHs KaKI0TO
paavoHyKINIa YHUKaJeH. Vcmosb3ys y-CIeKTPOMETPHI,
MOKHO YBEPEHHO OTPEIEIATh HAJTU4re TOTO UM NHOTO pa-
JIMOU30TOMA B TOBapax 0e3 BCKPBITHS YIIAKOBKU.

and Radioactive Materials” by the State Customs Committee
of the Russian Federation (main provisions, methods, stages,
regulatory and legal aspects, organisation of control).

These principles were also further elaborated in the inter-
national programme ITRAP.

‘INDICATORS’ OF UNAUTHORISED TRANSPORT

OF FISSIONABLE AND RADIOACTIVE MATERIALS

Border-crossing and customs control of fissionable and
radioactive materials aims at preventing their unlawful
movement across the national border. An attempt of such
crossing has to be regarded as an emergency as fissionable
and radioactive materials are dangerous for health and the
environment; moreover, they are valuable, and their export
can cause economical damage to the nation. Border-cross-
ing control of fissionable and radioactive materials is also
an additional barrier to stop proliferation of weapons of
mass destruction.

In terms of instrumentation, the presence of fissionable
and radioactive materials can be detected by neutron, o.-, B-
and y-emission from radioactive materials.

Neutron and y-radiation, due to its high penetrability, can
be used as indicators of presence of fissionable and radioac-
tive materials in cargoes and transport vehicles.

The simplest way of detecting radioactive shipments would
be registration of external y-radiation. The energy spectra of
y-emission are unique for each radionuclide. Utilisation of
v-spectrometers would provide a reliable means of detecting
the presence of a certain radioisotope without even opening
the packing.

Neutron emission, as a general rule, results either from
spontaneous fission of fissionable materials, or from (a,n)-re-
actions of light nuclei, for which a strong o.-source would be
required. Some heavy nuclei, including most isotopes of U, Pu
and other transuranics can be such a source. Therefore, the
presence of neutron emission can serve as indication to sus-
pect fissionable materials in the cargo.

o- and B-radiation are not practicable for detection of fis-
sionable and radioactive materials. But, as radionuclides that
emit o- and B-particles are also dangerous to humans, surface
contamination should also be measured while trying to detect
fissionable and radioactive materials.

B [lporpamma «[1pepgoTBpalleHne HeCaHKLMIOHNPOBAHHOIO NepemMeLLeHNA PaanoaKTUBHbIX N AAEPHbIX MaTe-
puranoB Yepes TaMOXKEHHbIe 1 rocyapCcTBeHHbIe rpaHuLbl rocygapcTts» (ITRAP) 6bina co3gaHa nog arugoint MATATS,
WHTepnona n BcemmpHOI TaMoXeHHOW opraHu3saumm B 1996 rogy. Ee ocHoBHble 3ajaun — pa3paboTka pekomeHaa-
L1iA NpaBUTeNbCTBAM NO OPraHM3aLmy KOHTPONA HECAaHKLMOHNPOBAHHOIO NepemMelleHnA PagMoakTUBHbIX U A8EPHbIX
MaTepranoB Yepes NX rpPaHuULibl; NPOBEAEHNE NCMbITAHUIN TEXHUYECKUX CPeACTB PaAnaLMOHHOIO KOHTPOSIA Ha FpaHu-
Lie; BblpaboTKa MUHVMAJbHbIX e4UHBIX TEXHUYECKUX KPUTEPUEB K CPEACTBAM pPaAnaLMOHHOIO KOHTPONA Ha rpaHuLe;
pa3paboTKa NpPeAnoXeHU No NPUMEHEHMNIO CPEACTB, KOTOPble YAOBNETBOPAIOT TaKUM KPUTEPUAM, ANA BO3MOXHOFO
MCNOJIb30BaHMA UX NPaBUTENbCTBaMU BCEX FOCYAAPCTB NPY OpraHv3aLm pagmaLioHHOro KOHTPOSA B COOTBETCTBIM C
HaLMOHaNIbHbIMN 3aKOHOAATENbCTBAMM 1 C YYETOM MEXAYHAPOAHbIX HOPM 1 peKOMeHAAL M.

B The lllicit Trafficking Radiation Detection Assessment Program (ITRAP) was established under the auspices of the
IAEA, Interpol and the World Customs Organisation in 1996. Its main objectives are the development of recommendations for
governments on how to organise control of unauthorised movement of radioactive and nuclear materials across national
borders; testing of radiation monitoring hardware at the border; elaboration of minimum single technical criteria for means
of border radiation monitoring; development of proposals for the application of hardware that meets such criteria for po-
tential application by governments of all countries for organisation of radiation monitoring in accordance with the national
legislations taking into account the international norms and recommendations.
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HeiiTponHoe m3mydyeHnne sBAseTCs, KaK MPaBU-
JI0, Pe3yJIbTATOM CITOHTAHHOTO JICJICHIIS JACJISTIIXCS
MaTepuasioB, 1160 (a,n)-peakiii Ha JIETKUX Spax,
IS 94€TO HY>KeH MOIIHBIN NCTOUYHUK OL-M3JTyIeHns.
WM MOTYT OBITH HEKOTOPBIE TSKEJBIE SIIPa, B TOM
yucse GOMBITMHCTBO M30TOMOB ypPaHa, IIyTOHUS 1
JPYTUX TPaHCYpPAHOBBIX dJeMeHTOB. Takum obOpa-
30M, HEUTPOHHOE M3JyY€HUE MOXKET CIYKUTh OC-
HOBAHUEM [IJIs1 TIOZIO3PEHUS] O HATTMYUU B [I€PEBO3U-
MOM TPYy3€ JIEeJISIIUXCS MATEPUATIOB.

o- U P-u3jiydeHus] TPAKTUYECKU HETPUTO/HBI
mist obHapyskenust JIPM. Ho, mockosnbKy pajmo-
HYKJIUJIBI € O- ¥ -U3JIyYeHUeM OTIACHbI JIJIST Yeso-
Beka, rnpu koHtpose [IPM crenyer uamepsts 1o-
BEPXHOCTHOE 3arpsi3HeHNe YITaKOBKH.

NPOLEAYPBI KOHTPONA

Tamoskennsrii koutponas JIPM gomken oxsa-
TBIBAThb BCE TPY3bI, JIOJeH U KUBOTHBIX, IlepeMe-
IMIAaeMBIX 4epe3 KOHTPOJIUPYEMYyI0 TEPPUTOPHUIO,
MIPOU3BO/IUTHCSI ABTOMATUYECKU U TIOCTOSIHHO, He
co3/1aBasi TIPU ATOM IoMeX nepeaBiskeHuto. OH co-
CTOUT U3 CJIEAYIONINX CTAUIl: CUTHATIM3AIS O Ha-
guyun [IPM, sokanusaiys MCTOYHUKA U €ro T1ep-
BUYHAS UIEHTUDUKATIHS.

TexHWUYECKIM CPEJCTBOM CHUTHAIM3ANUN O HAJIUYNAU
[APM gBnserca cranyoHapHbI pajlalliOHHBIIT MOHUTOD
(CPM). On MoxeT GbITh TENIeXOAHbIM, TPAHCIIOPTHLIM 1
JKeJIe3HOIOPOSKHBIM. B 0CHOBE KOHCTPYKITHHN, KaK IIPABHLIIO,
JIeKAT BBICOKOYYBCTBUTENIBHBIEC JETEKTOPHI Y-U3Iy4eHUS
(y-KaHAT) W cHenuaIbHbIe HEHTPOHHBIE JIeTeKTOPHI (Heii-
TPOHHBIN Kanat). ITpu nmombITKax HE3aKOHHOTO HepeMelrie-
HUST IEJSIIAXCS MATEPUAJIOB UCIIOIB3YIOT 3AIUTY, CYIIECT-
BEHHO OC/IA0JISIONIYIO Y-U3JTyYeHre, TO9TOMY TPAKTHYECKH
HEBO3MOKHO OOHapyxuTh JIPM 1pu moMoIy Tpamauim-
OHHOI anmnapatypbl. HelfTpoHHOe ke M3iydyeHue 3amuTon
npakTHuecku He skpaHupyercss. CPM Takike CcHaGKeHbI
3BYKOBOW WJIM/M CBETOBOW CUTHAJIN3AIIMEN, UMEIOT MUKPO-
TIPOTIECCOPHBIE YCTPONCTBA JIsT 00pabOTKM MH(MOPMAIIIH,
TMOAKTIOYEeHNEe K KOMITBIOTEPHOH ceTn ¢ mepenadeii mHOp-
Maruu 060 Beex cpabaTbiBAHUSX U, KAK IIPABUJIO, 3allUIICHbI
OT HECAaHKIIMOHNPOBAHHOTO JIOCTYTIA, YTO MO3BOJIAET HCKIIIO-
YHUTDb BO3/ICHCTBHE YeJI0BEYECKOTO (DaKTOpa IIPU KOHTPOJIE.

Curnanmusarus o nammuuu [[PM eme ne MOXeT ciy-
SKUTh OCHOBaHWEM JIJISI TIO03PEHNs 00 UX HECAHKITMOHUPO-
BaHHOM IiepeMelneHun. /[es10 B TOM, YTO BO MHOTHX MaTepH-
aJax, 0TX0/IaX, PA3JINYHBIX BUIAX TPOIYKITUU COMEPIKATCS
€CTEeCTBEHHbIE PAJUOHYKJIUIBI VJIH JOIMYCTUMOE KOJUIECT-
BO MICKYCCTBEHHBIX PAJIMOU30TOIIOB, W TIPH GOJIBIINOH CyM-
MapHOil aKTHBHOCTH OOBEKTa BO3MOKHO cpabaTbhiBaHUE
CPM. 3HaunT, He06XOMMa TOKATM3AINS HCTOYHUKA U €T0
TepBUYHAS UACHTH(UKAIINS.

Jlist JIOKa/IM3alMy UCIIOJIb3YIOTCS OMCKOBbIE MpUbo-
PBI, AITOPUTM KOTOPBIX anasormder CPM. 9to kapmannas
anmnaparypa, cabskennas yHkiueii moucka. Yacrora cie-
JIOBAaHUsI CUTHAJIOB YBEJIMYUBACTCS MPU HPUOIVIKCHUU K
ncTouHuKy. Ecin paimoakTUBHbBIN MaTepuasl pacipesiesien
PaBHOMEPHO, TO YacTOTa CJIEJIOBAHUS CUTHAJOB MO Mepe
obcenoBanust 0ObeKTa He MeHsieTcst. VI3BEeCTHBI ciydau
cpabarsiBanust CPM 1ipu TpaHCTIOPTUPOBAHUY KAJTUHHBIX
yI0GPEHI ¢ TOBBITEHHON KOHIIEHTPAIIHEN eCTECTBEHHOTO

BE30MACHOCTb OKPYXXAIOLLEV CPE[bI
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3afepxaHune KoHTpabaHancTos, nposo3uswnx IPM (boto u3 apxmea Poccuinckon
TaMOXEHHOW akaemmm)

Arresting illigal traffickers carrying fissionable and radioactive materials (photo taken
from archive of Russian Customs Academy)

PROCEDURES

Customs control of fissionable and radioactive materials has
to cover all cargoes, people and animals that are moved across the
controlled area, be continuous and automatic, not impeding move-
ment at the same time. It has to include the following stages: sig-
nalling the presence of fissionable and radioactive materials, con-
tainment of the source and primary identification of the source.

The technical means for signalling the presence of fis-
sionable and radioactive materials is the stationary radiation
monitor. It may be designed to be used on pedestrians, motor
transport or rail transport. Usually, its core is made of highly
sensitive detectors of y-emission (y-channel) and special neu-
tron detectors (neutron channel). When attempting unlawful
movement of fissionable materials, shielding is often used that
weakens y-emission significantly. It is therefore practically
impossible to detect fissionable materials using traditional
hardware. Neutron radiation, at the same time, can barely
be stopped by such shields. Stationary radiation monitors are
also equipped with sound and/or light alarms, have micropro-
cessor for data processing, are connected to a computer net-
work to transmit information of all responses, and, as a rule,
and are protected against tampering, which helps prevent in-
terference of human factor during monitoring.

The signal of presence of fissionable and radioactive ma-
terials alone is not sufficient to suspect their unlawful move-
ment. The point is, that many materials, wastes, various prod-
ucts do contain natural radionuclides or permissible quantities
of man-made radioisotopes, which, when in considerable total
activity of the object, can trigger response of the stationary
radiation monitor. This means that the source needs to be con-
tained and identified.

For containment, search instruments are used that operate
using the basic algorithm that is similar to the stationary ra-
diation monitor. These are pocket-size devices with the search
Jfunction. The signals generated by the device become more fre-
quent as the searcher approaches the source. If the radioactive
material is evenly distributed, the frequency of signals remains
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NON-PROLIFERATION

paauounsorona ‘K, wim cTpouTebHbIX MATEPUATIOB C OBBI-
MIEHHBIM CO/lep’KaHNeM COeIMHeHWI ypaHa U TOpUs U T. [I.
ITo ypoBHIO MOIITHOCTH 3KCIIO3UIIMOHHON J03BI MOXKHO CY-
JIUTH O TOM, CJIEAYET JI PACCMATPUBATD OOBEKT B KAYECTBE
PaIMOaKTUBHOTO MaTepuasia. B To jke BpeMs, eCTu B TPO-
necce obcrenoBanyst OyaeT 0OHAPYKeH MCTOUHUK M3JTyde-
HUS, 9TO TOBOPUT 00 aHOMAINK, TpeOyolel AaTbHeRIIero
UCCIeIOBAHUS — TIEPBUYHON UIeHTU(UKAIINT UCTOUHUKA.

OcHoBHas1 3a/1aua TIEPBUYHON MIEHTUMUKAIIMKU — OTIpe-
JieJIeHre TUTIA UCTOYHUKA U3JTyYeHUsT: TPUPOTHBIE PATHOHYK-
JIUJTBL, CIICTIUAIbHBIN SIIEPHBIN MaTepuall, UCKYCCTBEHHBII
M30TOIl aBAPUITHOTO MTPOVCXOXK/IEHNUSI, PATIOAKTUBHBIE OTXO0-
161 PAO u T. 1. Iy 3TOTO MICTIOTB3YTIOTCS CTIEIAIbHbIE YHU-
BepcabHbIe IPUOOPBHI, TO3BOJISIONINE U3MEPSITH YPOBEHD Y- U
HEUTPOHHOTO U3JTyYeHVs], OTIPEIeJISIT HATMINE - U B-1CTOY-
HUKOB, HAKAIUTNBATh W COXPAHATD Y-CIIEKTPHI C AATbHENTITEH
pacimpoBKOI ¢ TIOMOITIBIO CHENNATBHBIX MATEMATUIECKUX
MIPOTPAMM U [IEPEHOCHBIX TIEPCOHATBHBIX KOMITBIOTEPOB.

Takue puGopbl MOTYT OIPEENSTh U YPOBEHb OBEPXHOC-
THOTO PAJIMOAKTHBHOIO 3arPsI3HEHNUST TPAHCIIOPTHBIX CPEICTB
u rpysa. Kpome Toro, oHM 3alIOMUHAIOT CIIEKTPaJIbHBIN 06pas —
CBOEOOPasHbIN PaMaI[IOHHBII TACTIOPT JJIsi KOHTPOJIST Kauec-
TBEHHOTO ¥ KOJITYECTBEHHOTO COJIEPKAHUS PAJIMOHYKIUIOB B
JIeTaTIbHBIX TPy3aX, comep:xkamux /I PM. On dbukcupyercs mpu-
60poM Ha MecTe 0(hOPMIIEHHUST TPY3a U MOKET OBITD TIEPEIaH Mo
KOMITBIOTEPHOI CeTH Ha TIPOMEKYTOYHbIE ¥ KOHEYHBIH ITYHKT
TPAaHCHOPTHPOBKHU. ITO UCKIIIOYAET BO3MOKHOCTH HECAHKIIHO-
HUPOBAHHOTO U3BATHS UIH BIoskeHws [[PM.

[Tomo6HBIE TEXHUYECKHME CPEACTBA W IMPUHIIUIIBI TAMO-
JKEHHOTO PaJIMAIlHOHHOTO KOHTPOJISI MOTYT OBITH UCITOJIB30-
BaHbl U B CHCTeMaX GAHKOBCKHMX YYPeXKIEeHUil U MOYTOBO-
GarasKHbIX OTIIPABJICHUIA.

X.M. XALLEMWAH

«AATYNKW TEXHOJTOTMYECKIMX MPOLIECCOB:
XAPAKTEPUCTUKU N METO/bl NMOBbILLEHWA
HALEXXHOCTW» (nepeBog C aHMNINCKOro)

MoHorpadua, rotoBaALWasca K BbiNyCcKy B U3gaTenbCcTBe
BMHOM, nocsALleHa NPOMbILLIEHHbIM AaTYMKaM TEXHOIOMU-
YyecKmMx NpoLeccoB, COBPEMEHHbIM METOAAM U3MEPEHUA NX
XapaKTepUCTUK, TUMNYHBIM NpobnemMam, KOTopble BO3HMKA-
0T NPW 3KCnyaTauny N3MepPUTENbHOM annapaTypbl, MeTo-
JlaM ee AMarHoCTUKN 1 NOBbILEHNA HaAeXXHOCTM.

KHura cofiep>xmT 6a3oBble 3HaHUA, HEOOXOAVMble MPU
NPOEKTUPOBAHUN CUCTEM U3MEPEHUA — PU3NYECKNE N Jn-
HaMMYecKne XapaKTEPUCTUKM, TOYHOCTb [ATUMKOB pas-
JINYHBIX TUNOB. B Hen onuncaHbl meToabl onpegeneHna cra-
TUYECKUX U ANHAMMYECKUX MapaMeTPOB U3MEPUTENbHOM
annapaTtypbl B MPOMbILLAEHHbIX ycoBuAx. Ocoboe BHUMa-
HWe yaenaeTca cnocobam npeaynpeanTenbHON ANarHocTu-
KN 1 MPOBEPKN TEXHONOFNYECKNX N3MEPUTENBHbBIX CUCTEM
6€e3 IeMOHTa)Ka OCHOBHbIX KOMMOHEHTOB.

OTgenbHas rnaBa NOCBALWEHA UCMbITAaHUAM U3MEPUTESb-
HbIX CMCTEM B JTAOOPATOPHbIX Y MPOMBILUEHHBIX YCNOBUAX
ONA onpeaeneHna UX XapakTepUCTUK 1 NMPOBepPKM paboToc-
NOCOBHOCTM N HAAEXHOCTW.

KHura HanmcaHa NpocTbIM A3bIKOM, XOPOLLO UIOCTPUPO-
BaHa. OHa OyfeT nonesHa Kak MHXeHePHO-TEXHNYECKMM PaboT-
HVKaM, Tak U CTyAeHTaM TEXHNYECKMX BY30B.

www.binom-press.ru
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constant during the suroey of the object. There have been known
cases of stationary radiation monitor response during transpor-
tation of potassium fertilisers with increased concentration of
natural radioisotope 40K, or of construction materials with in-
creased contents of uranium and thorium compounds, etc. The
level of exposure dose rate is the factor that determines whether
the source should be regarded as a radioactive material. At the
same time, if during the suroey a source of radiation is discov-
ered, this represents an anomaly that requires further surveying
— primary identification of the source.

The main task of identification is the determination of the
type of source: natural radionuclide, special nuclear material,
man-made isotope of accidental origin, radioactive waste,
etc. For that purpose, special universal instruments are used
that can measure the level of y- and neutron radiation, detect
presence of o.- and B-sources, accumulate and store y-spectra
with subsequent decoding by special mathematic programmes
and portable personal computers.

Such instruments can also determine the level of surface
contamination on transport vehicles and cargoes. In addi-
tion, they can also memorise a certain spectral image — a
radiation passport of sorts, a reference for checking the
quantitative and qualitative radionuclide contents in legal
cargoes that contain fissionable and radioactive materi-
als. The image is recorded at the location where the cargo is
shipped from and is then transferred for verification via a
computer network to its intermediate and final destinations.
This excludes unauthorised removal or insertion of fission-
able and radioactive materials.

Such hardware and principles of customs radiation moni-
toring can also be applied in banking, post and luggage han-
dling systems.

SENSOR PERFORMANCE
AND RELIABILITY
BY H. M. HASHEMIAN

Technology advances abound
in today’s world of instrumentation
but much of it depends on con-
ventional sensing technology that
has been around for more than 50
years. Many of the instrumentation
or sensor problems that exist today
are similar to those which we have
seen over the past years. Addressing
these problems, Sensor Performance
and Reliability describes several new instrumentation testing, di-
agnostics, and analysis techniques to verify the reliability, health,
and performance of process instrumentation. This book helps you
understand how to objectively assess the accuracy, response time,
residual life and other characteristics of installed instrumentation
and offers a practical means to identify the problems, assess their
consequences, and help resolve the problems. It provides appli-
cations in a number of industries such as power, chemical, aero-
space, and others. In-situ methods for sensor response time testing
and calibration, on-line measurements to identify blockages and
voids in pressure sensing lines, and other examples are covered.

TheISA - the Instrumentation, Systems, and Automation Society, USA,
ISBN 1-55617-897-2 (softbound) and ISBN 1-55617-932-4 (hardbound).
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